

    
      
          
            
  
Welcome to Django-CryptographicFields

A package for cryptography in Django, wrapping
the Python Pycryptodome [https://www.pycryptodome.org/en/latest/] library.
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Installation

pip install Django-CryptographicFields





Requirements


	Python [https://www.python.org/] (3.6+)


	Django [https://www.djangoproject.com/] (3.0+)


	Pycryptodome [https://www.pycryptodome.org/en/latest/] (3.9+)


	Timestring [https://github.com/codecov/timestring] (1.6+) Mandatory for python < 3.7








            

          

      

      

    

  

    
      
          
            
  
Settings

INSTALLED_APPS = [
    ...
    'CryptographicFields',
]





CRYPTOGRAPHIC_KEY

Default: None

When value of CRYPTOGRAPHIC_KEY is not None a key will be derived from
CRYPTOGRAPHIC_KEY. Otherwise the value will be used for the key will be from SECRET_KEY.
While specifiing key make sure that it must contain 50 letters otherwise it will raise an error
CryptographicFields.cryptography.LengthError





            

          

      

      

    

  

    
      
          
            
  
Fields


List of Model Fields supported by CryptographicFields:


	CryptographicFields.fields.BigIntegerField


	CryptographicFields.fields.BooleanField


	CryptographicFields.fields.BinaryField


	CryptographicFields.fields.CharField


	CryptographicFields.fields.DateField


	CryptographicFields.fields.DateTimeField


	CryptographicFields.fields.DecimalField


	CryptographicFields.fields.EmailField


	CryptographicFields.fields.FilePathField


	CryptographicFields.fields.FloatField


	CryptographicFields.fields.IntegerField


	CryptographicFields.fields.GenericIPAddressField


	CryptographicFields.fields.PositiveBigIntegerField


	CryptographicFields.fields.PositiveIntegerField


	CryptographicFields.fields.PositiveSmallIntegerField


	CryptographicFields.fields.SlugField


	CryptographicFields.fields.SmallIntegerField


	CryptographicFields.fields.TextField


	CryptographicFields.fields.URLField


	CryptographicFields.fields.UUIDField


	CryptographicFields.fields.TimeField










            

          

      

      

    

  

    
      
          
            
  
Filters


Sorter function:-


	CryptographicFields.filters.sort()







List of sort functions provided by CryptographicFields:-


	CryptographicFields.filters.startswith()


	CryptographicFields.filters.istartswith()


	CryptographicFields.filters.endswith()


	CryptographicFields.filters.iendswith()


	CryptographicFields.filters.contains()


	CryptographicFields.filters.icontains()


	CryptographicFields.filters.lt()


	CryptographicFields.filters.lte()


	CryptographicFields.filters.gt()


	CryptographicFields.filters.gte()


	CryptographicFields.filters.range()


	CryptographicFields.filters.date()


	CryptographicFields.filters.date_lt()


	CryptographicFields.filters.date_lte()


	CryptographicFields.filters.date_gt()


	CryptographicFields.filters.date_gte()


	CryptographicFields.filters.date_range()


	CryptographicFields.filters.year()


	CryptographicFields.filters.year_lt()


	CryptographicFields.filters.year_lte()


	CryptographicFields.filters.year_gt()


	CryptographicFields.filters.year_gte()


	CryptographicFields.filters.year_range()


	CryptographicFields.filters.month()


	CryptographicFields.filters.month_lt()


	CryptographicFields.filters.month_lte()


	CryptographicFields.filters.month_gt()


	CryptographicFields.filters.month_gte()


	CryptographicFields.filters.month_range()


	CryptographicFields.filters.day()


	CryptographicFields.filters.day_lt()


	CryptographicFields.filters.day_lte()


	CryptographicFields.filters.day_gt()


	CryptographicFields.filters.day_gte()


	CryptographicFields.filters.day_range()


	CryptographicFields.filters.time()


	CryptographicFields.filters.time_lt()


	CryptographicFields.filters.time_lte()


	CryptographicFields.filters.time_gt()


	CryptographicFields.filters.time_gte()


	CryptographicFields.filters.time_range()


	CryptographicFields.filters.hour()


	CryptographicFields.filters.hour_lt()


	CryptographicFields.filters.hour_lte()


	CryptographicFields.filters.hour_gt()


	CryptographicFields.filters.hour_gte()


	CryptographicFields.filters.hour_range()


	CryptographicFields.filters.minute()


	CryptographicFields.filters.minute_lt()


	CryptographicFields.filters.minute_lte()


	CryptographicFields.filters.minute_gt()


	CryptographicFields.filters.minute_gte()


	CryptographicFields.filters.minute_range()


	CryptographicFields.filters.second()


	CryptographicFields.filters.second_lt()


	CryptographicFields.filters.second_lte()


	CryptographicFields.filters.second_gt()


	CryptographicFields.filters.second_gte()


	CryptographicFields.filters.second_range()


	CryptographicFields.filters.regex()







Order function:-


	CryptographicFields.filters.order_by()










            

          

      

      

    

  

    
      
          
            
  
Examples


Cryptography by example

Using symmetrical encryption to store sensitive data in the database.

from django.db import models

from CryptographicFields.fields import *


class User(models.Model):
     uuid = UUIDField()
     username = CharField(max_length=20)
     first_name = CharField(max_length=120)
     last_name = CharField(max_length=120)
     age = SmallIntegerField()
     email = EmailField()
     joined = DateTimeField()





The data will now be automatically encrypted when saved to the
database & decrypted when retrived with django’s ORM.CryptographicFields uses an encryption that allows for bi-directional data retrieval.

Generating Data

from .models import User
from uuid import uuid5,NAMESPACE_URL
import datetime

User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.a.random.com"), username="admin", first_name="Albert",
                                     last_name="Frost", age=24, email="albert@gmail.com", joined=datetime.datetime(2015, 12, 26, 18, 35, 54))
User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.b.random.com"), username="empi16", first_name="Empi",
                                     last_name="Tsar", age=16, email="empi@rediff.com", joined=datetime.datetime(2025, 12, 28, 12, 35, 34))
User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.c.random.com"), username="dextEr", first_name="Dexter",
                                     last_name="Flutnes", age=28, email="dextEr@random.com", joined=datetime.datetime(2018, 2, 20, 20, 50, 15))
User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.d.random.com"), username="shahprogrammer", first_name="Dhwanil",
                                     last_name="Shah", age=18, email="shahprogrammer@random.com", joined=datetime.datetime(2018, 4, 1, 20, 25, 14))
User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.e.random.com"), username="graphin", first_name="Graphin",
                                     last_name="frost", age=30, email="graphin@yahoo.com", joined=datetime.datetime(2005, 9, 22, 9, 33, 40))
User.objects.create(uuid=uuid5(NAMESPACE_URL, "https://www.f.random.com"), username="abc", first_name="abc",
                                     last_name="xyz", age=16, email="abc@yahoo.com", joined=datetime.datetime(2009, 7, 22, 14, 5, 40))








Sorting by example

from .models import User
from CryptographicFields.filters import sort,iendswith,startswith

# You can use any method that generate QuerySet object like all,filters etc
queryset=User.objects.all()
"""Sort function takes first arg Queryset second sort_function third field name
fourth your query value & return new QuerySet object with sorted data"""
# using iendswith to sort queryset
sort_queryset=sort(queryset, iendswith, 'username', "er")
print(sort_queryset)
<QuerySet [<User: User object (3)>, <User: User object (4)>]>
# using startswith to sort queryset
sort_queryset=sort(self.queryset, startswith, 'last_name', "F")
print(sort_queryset)
<QuerySet [<User: User object (1)>, <User: User object (3)>]>








Ordering by example

from .models import User
from CryptographicFields.filters import order_by

# You can use any method that generate QuerySet object like all,filters etc
queryset=User.objects.all()
"""Order_by functions takes queryset as first arg &
tuple with fields_name from higher priority to lower priority
For eg in this case highest priority is age & lowest priority is username.
i.e it will sort queryset with username field value if it finds two or more objects with same age value"""
# Ascending Order
order_queryset=(order_by(self.queryset, ("age", "username"))
print(order_queryset)
<QuerySet [<User: User object (6)>, <User: User object (2)>,
 <User: User object (4)>, <User: User object (1)>,
 <User: User object (3)>, <User: User object (5)>]>
# Descending Order
order_queryset=(order_by(self.queryset, ("age", "username"),reverse=True)
print(order_queryset)
<QuerySet [<User: User object (5)>, <User: User object (3)>,
 <User: User object (1)>, <User: User object (4)>,
 <User: User object (2)>, <User: User object (6)>]>











            

          

      

      

    

  

    
      
          
            
  
CryptographicFields package



	CryptographicFields.cryptography module

	CryptographicFields.fields module

	CryptographicFields.filters module









            

          

      

      

    

  

    
      
          
            
  
CryptographicFields.cryptography module


	
exception CryptographicFields.cryptography.LengthError(length)

	Bases: Exception






	
CryptographicFields.cryptography.get_key(settings) → str

	Gets the encryption for encrypting & decrypting data.

Gets value from CRYPTOGRAPHIC_KEY & if not defined then from SECRET_KEY
Checks the len of the key id less than 50 then raise LengthError


	Raises

	LengthError – It raises when the len of Encryption is less than 50 chars



	Returns

	Key for cryptography



	Return type

	str










	
CryptographicFields.cryptography.type_check(string) → bytearray

	Checks weather the inputed data is in correct format which is required for encryption & decryption.

Checks weather the inputed data is in correct format which is required for encryption & decryption.
Which is in this case is bytearray


	Parameters

	string (Any) – Data from User



	Returns

	bytes



	Return type

	bytearray










	
CryptographicFields.cryptography.to_hex(string) → hex

	Converts bytes to hex

Converts the bytes received after encryption to hex for storing it in database


	Parameters

	string (bytes) – encrypted bytes



	Returns

	hexify the bytes



	Return type

	hex










	
CryptographicFields.cryptography.from_hex(hexstring) → bytearray

	converts hex to bytearray

Converts the hex string received from databse to bytes for decryption


	Parameters

	hexstring (hex) – hex string recieved from database



	Returns

	bytes from hex string



	Return type

	bytearray










	
CryptographicFields.cryptography.encrypt(string) → hex

	Encrypts the data

Encrypts the data recieved from user using AES-256 CFB


	Parameters

	string (Any) – Data from User



	Returns

	the hex of the encrypted string



	Return type

	hex










	
CryptographicFields.cryptography.decrypt(hexstring) → bytearray

	Decrypts the data

Decrypts the data recieved from database using AES-256 CFB


	Parameters

	hexstring (hex) – hex string recieved from database



	Returns

	bytes of decrypted string



	Return type

	bytearray













            

          

      

      

    

  

    
      
          
            
  
CryptographicFields.fields module


	
class CryptographicFields.fields.StartsWith(lhs, rhs)

	Bases: django.db.models.lookups.FieldGetDbPrepValueMixin, django.db.models.lookups.StartsWith






	
class CryptographicFields.fields.CharField(*args, **kwargs)

	Bases: django.db.models.fields.CharField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.BooleanField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.BooleanField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.DateField(verbose_name=None, name=None, auto_now=False, auto_now_add=False, **kwargs)

	Bases: django.db.models.fields.DateField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
pre_save(model_instance, add)

	Return field’s value just before saving.






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'date': <class 'CryptographicFields.fields.StartsWith'>, 'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.DateTimeField(verbose_name=None, name=None, auto_now=False, auto_now_add=False, **kwargs)

	Bases: django.db.models.fields.DateTimeField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
pre_save(model_instance, add)

	Return field’s value just before saving.






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'date': <class 'CryptographicFields.fields.StartsWith'>, 'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.TimeField(verbose_name=None, name=None, auto_now=False, auto_now_add=False, **kwargs)

	Bases: django.db.models.fields.TimeField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
pre_save(model_instance, add)

	Return field’s value just before saving.






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'time': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.DecimalField(verbose_name=None, name=None, max_digits=None, decimal_places=None, **kwargs)

	Bases: django.db.models.fields.DecimalField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_save(value, connection)

	Return field’s value prepared for saving into a database.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.










	
class CryptographicFields.fields.EmailField(*args, **kwargs)

	Bases: CryptographicFields.fields.CharField


	
default_validators = [<django.core.validators.EmailValidator object>]

	




	
description

	




	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.FloatField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.FloatField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.










	
class CryptographicFields.fields.IntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.IntegerField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.










	
class CryptographicFields.fields.BigIntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: CryptographicFields.fields.IntegerField


	
error_messages

	




	
description

	




	
MAX_BIGINT = 9223372036854775807

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.










	
class CryptographicFields.fields.GenericIPAddressField(verbose_name=None, name=None, protocol='both', unpack_ipv4=False, *args, **kwargs)

	Bases: django.db.models.fields.GenericIPAddressField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.PositiveBigIntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.PositiveIntegerRelDbTypeMixin, CryptographicFields.fields.IntegerField


	
description

	




	
error_messages

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.










	
class CryptographicFields.fields.PositiveIntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.PositiveIntegerRelDbTypeMixin, CryptographicFields.fields.IntegerField


	
description

	




	
error_messages

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.










	
class CryptographicFields.fields.PositiveSmallIntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.PositiveIntegerRelDbTypeMixin, CryptographicFields.fields.IntegerField


	
description

	




	
error_messages

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.










	
class CryptographicFields.fields.SlugField(*args, max_length=50, db_index=True, allow_unicode=False, **kwargs)

	Bases: CryptographicFields.fields.CharField


	
description

	




	
default_validators = [<django.core.validators.RegexValidator object>]

	




	
deconstruct()

	Return enough information to recreate the field as a 4-tuple:



	The name of the field on the model, if contribute_to_class() has
been run.


	The import path of the field, including the class:e.g.
django.db.models.IntegerField This should be the most portable
version, so less specific may be better.


	A list of positional arguments.


	A dict of keyword arguments.







Note that the positional or keyword arguments must contain values of
the following types (including inner values of collection types):



	None, bool, str, int, float, complex, set, frozenset, list, tuple,
dict


	UUID


	datetime.datetime (naive), datetime.date


	top-level classes, top-level functions - will be referenced by their
full import path


	Storage instances - these have their own deconstruct() method







This is because the values here must be serialized into a text format
(possibly new Python code, possibly JSON) and these are the only types
with encoding handlers defined.

There’s no need to return the exact way the field was instantiated this
time, just ensure that the resulting field is the same - prefer keyword
arguments over positional ones, and omit parameters with their default
values.






	
get_internal_type()

	




	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.SmallIntegerField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: CryptographicFields.fields.IntegerField


	
description

	








	
class CryptographicFields.fields.TextField(verbose_name=None, name=None, primary_key=False, max_length=None, unique=False, blank=False, null=False, db_index=False, rel=None, default=<class 'django.db.models.fields.NOT_PROVIDED'>, editable=True, serialize=True, unique_for_date=None, unique_for_month=None, unique_for_year=None, choices=None, help_text='', db_column=None, db_tablespace=None, auto_created=False, validators=(), error_messages=None)

	Bases: django.db.models.fields.TextField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.URLField(verbose_name=None, name=None, **kwargs)

	Bases: CryptographicFields.fields.CharField


	
default_validators = [<django.core.validators.URLValidator object>]

	




	
description

	




	
deconstruct()

	Return enough information to recreate the field as a 4-tuple:



	The name of the field on the model, if contribute_to_class() has
been run.


	The import path of the field, including the class:e.g.
django.db.models.IntegerField This should be the most portable
version, so less specific may be better.


	A list of positional arguments.


	A dict of keyword arguments.







Note that the positional or keyword arguments must contain values of
the following types (including inner values of collection types):



	None, bool, str, int, float, complex, set, frozenset, list, tuple,
dict


	UUID


	datetime.datetime (naive), datetime.date


	top-level classes, top-level functions - will be referenced by their
full import path


	Storage instances - these have their own deconstruct() method







This is because the values here must be serialized into a text format
(possibly new Python code, possibly JSON) and these are the only types
with encoding handlers defined.

There’s no need to return the exact way the field was instantiated this
time, just ensure that the resulting field is the same - prefer keyword
arguments over positional ones, and omit parameters with their default
values.






	
formfield(**kwargs)

	Return a django.forms.Field instance for this field.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.BinaryField(*args, **kwargs)

	Bases: django.db.models.fields.BinaryField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.UUIDField(verbose_name=None, **kwargs)

	Bases: django.db.models.fields.UUIDField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	








	
class CryptographicFields.fields.FilePathField(verbose_name=None, name=None, path='', match=None, recursive=False, allow_files=True, allow_folders=False, **kwargs)

	Bases: django.db.models.fields.FilePathField


	
get_internal_type() → str

	




	
to_python(value: Any) → Any

	Convert the input value into the expected Python data type, raising
django.core.exceptions.ValidationError if the data can’t be converted.
Return the converted value. Subclasses should override this.






	
get_prep_value(value: Any) → Any

	Perform preliminary non-db specific value checks and conversions.






	
from_db_value(value: Any, expression: Any, connection: Any) → Any

	




	
get_db_prep_value(value, connection, prepared=False)

	Return field’s value prepared for interacting with the database backend.

Used by the default implementations of get_db_prep_save().






	
class_lookups = {'startswith': <class 'CryptographicFields.fields.StartsWith'>}

	




	
clean(value, model_instance)

	Convert the value’s type and run validation. Validation errors
from to_python() and validate() are propagated. Return the correct
value if no error is raised.













            

          

      

      

    

  

    
      
          
            
  
CryptographicFields.filters module


	
CryptographicFields.filters.sort(queryset: django.db.models.query.QuerySet, lookup_function: Callable[[Union[str, int, float, datetime.datetime, datetime.date, datetime.time, Any], str, Any], bool], field_name: str, query: Any) → django.db.models.query.QuerySet

	Filters queryset

Filters queryset as per lookup provided by user &query provided by user


	Parameters

	
	lookup_function (Callable[[Union[str,int,float,datetime,date,time,Any],str,Any],bool]) – Functions that filters the data


	queryset (QuerySet) – Queryset generated by querying data


	field_name (str) – Name of the field which is to be filtered


	query (Any) – Query for filtering the Queryset






	Returns

	QuerySet with Filtered Data



	Return type

	QuerySet










	
CryptographicFields.filters.order_by(queryset: django.db.models.query.QuerySet, field_name: Tuple[str, …], reverse: bool = False) → django.db.models.query.QuerySet

	Order Queryset by the given field

Order the Queryset as per field_name given.It supports multiple level of odering


	Parameters

	
	queryset (QuerySet) – Queryset generated by querying data


	field_name (Tuple) – Tuple with name of the field from higher priority to lower priority


	reverse (bool, optional) – Type of ordering (Ascending|Descending), defaults to False






	Returns

	QuerySet with Ordered Data



	Return type

	QuerySet










	
CryptographicFields.filters.startswith(query: str, field_name: str, object: Any) → bool

	Check if a string is Starts With the query (Case Sensitive)






	
CryptographicFields.filters.istartswith(query: str, field_name: str, object: Any) → bool

	Check if a string is Starts With the query (Not Case Sensitive)






	
CryptographicFields.filters.endswith(query: str, field_name: str, object: Any) → bool

	Check if a string is Ends With the query (Case Sensitive)






	
CryptographicFields.filters.iendswith(query: str, field_name: str, object: Any) → bool

	Check if a string is Ends With the query (Not Case Sensitive)






	
CryptographicFields.filters.contains(query: str, field_name: str, object: Any) → bool

	Check if query is in value of the object (Case Sensitive)






	
CryptographicFields.filters.icontains(query: str, field_name: str, object: Any) → bool

	Check if query is in value of the object (Not Case Sensitive)






	
CryptographicFields.filters.gt(query: Union[int, float], field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.gte(query: Union[int, float], field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.lt(query: Union[int, float], field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.lte(query: Union[int, float], field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.date(query: Union[datetime.date, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is equal to query






	
CryptographicFields.filters.date_lt(query: Union[datetime.date, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.date_lte(query: Union[datetime.date, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.date_gt(query: Union[datetime.date, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.date_gte(query: Union[datetime.date, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.date_range(query: Tuple[Union[datetime.date, datetime.datetime], Union[datetime.date, datetime.datetime]], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.year(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.year_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.year_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.year_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.year_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.year_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.month(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.month_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.month_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.month_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.month_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.month_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.day(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.day_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.day_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.day_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.day_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.day_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.time(query: Union[datetime.time, datetime.datetime], field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.time_lt(query: Union[datetime.time, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.time_lte(query: Union[datetime.time, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.time_gt(query: Union[datetime.time, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.time_gte(query: Union[datetime.time, datetime.datetime], field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.time_range(query: Tuple[Union[datetime.time, datetime.datetime], Union[datetime.time, datetime.datetime]], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.hour(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.hour_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.hour_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.hour_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.hour_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.hour_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.minute(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.minute_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.minute_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.minute_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.minute_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.minute_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.second(query: int, field_name: str, object: Any) → bool

	Checks if value of object is equal to query






	
CryptographicFields.filters.second_lt(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than value of query






	
CryptographicFields.filters.second_lte(query: int, field_name: str, object: Any) → bool

	Check if value of object is less than or equal to value of query






	
CryptographicFields.filters.second_gt(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than value of query






	
CryptographicFields.filters.second_gte(query: int, field_name: str, object: Any) → bool

	Check if value of object is greater than or equal to value of query






	
CryptographicFields.filters.second_range(query: Tuple[int, int], field_name: str, object: Any) → bool

	Check if value of object is in range of query






	
CryptographicFields.filters.regex(query: Any, field_name: str, object: Any) → bool

	Checks if query pattern is present in value of object
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    module

      
        	CryptographicFields.cryptography


        	CryptographicFields.fields


        	CryptographicFields.filters


      


  

  	
      	month() (in module CryptographicFields.filters)


      	month_gt() (in module CryptographicFields.filters)


      	month_gte() (in module CryptographicFields.filters)


      	month_lt() (in module CryptographicFields.filters)


      	month_lte() (in module CryptographicFields.filters)


      	month_range() (in module CryptographicFields.filters)


  





O


  	
      	order_by() (in module CryptographicFields.filters)


  





P


  	
      	PositiveBigIntegerField (class in CryptographicFields.fields)


      	PositiveIntegerField (class in CryptographicFields.fields)


      	PositiveSmallIntegerField (class in CryptographicFields.fields)


  

  	
      	pre_save() (CryptographicFields.fields.DateField method)

      
        	(CryptographicFields.fields.DateTimeField method)


        	(CryptographicFields.fields.TimeField method)


      


  





R


  	
      	range() (in module CryptographicFields.filters)


  

  	
      	regex() (in module CryptographicFields.filters)


  





S


  	
      	second() (in module CryptographicFields.filters)


      	second_gt() (in module CryptographicFields.filters)


      	second_gte() (in module CryptographicFields.filters)


      	second_lt() (in module CryptographicFields.filters)


      	second_lte() (in module CryptographicFields.filters)


  

  	
      	second_range() (in module CryptographicFields.filters)


      	SlugField (class in CryptographicFields.fields)


      	SmallIntegerField (class in CryptographicFields.fields)


      	sort() (in module CryptographicFields.filters)


      	StartsWith (class in CryptographicFields.fields)


      	startswith() (in module CryptographicFields.filters)


  





T


  	
      	TextField (class in CryptographicFields.fields)


      	time() (in module CryptographicFields.filters)


      	time_gt() (in module CryptographicFields.filters)


      	time_gte() (in module CryptographicFields.filters)


      	time_lt() (in module CryptographicFields.filters)


      	time_lte() (in module CryptographicFields.filters)


      	time_range() (in module CryptographicFields.filters)


      	TimeField (class in CryptographicFields.fields)


      	to_hex() (in module CryptographicFields.cryptography)


      	to_python() (CryptographicFields.fields.BigIntegerField method)

      
        	(CryptographicFields.fields.BinaryField method)


        	(CryptographicFields.fields.BooleanField method)


        	(CryptographicFields.fields.CharField method)


        	(CryptographicFields.fields.DateField method)


        	(CryptographicFields.fields.DateTimeField method)


        	(CryptographicFields.fields.DecimalField method)


        	(CryptographicFields.fields.FilePathField method)


        	(CryptographicFields.fields.FloatField method)


        	(CryptographicFields.fields.GenericIPAddressField method)


        	(CryptographicFields.fields.IntegerField method)


        	(CryptographicFields.fields.PositiveBigIntegerField method)


        	(CryptographicFields.fields.PositiveIntegerField method)


        	(CryptographicFields.fields.PositiveSmallIntegerField method)


        	(CryptographicFields.fields.TextField method)


        	(CryptographicFields.fields.TimeField method)


        	(CryptographicFields.fields.UUIDField method)


      


  

  	
      	type_check() (in module CryptographicFields.cryptography)


  





U


  	
      	URLField (class in CryptographicFields.fields)


  

  	
      	UUIDField (class in CryptographicFields.fields)


  





Y


  	
      	year() (in module CryptographicFields.filters)


      	year_gt() (in module CryptographicFields.filters)


      	year_gte() (in module CryptographicFields.filters)


  

  	
      	year_lt() (in module CryptographicFields.filters)


      	year_lte() (in module CryptographicFields.filters)


      	year_range() (in module CryptographicFields.filters)


  







            

          

      

      

    

  

    
      
          
            
  All modules for which code is available

	CryptographicFields.cryptography

	CryptographicFields.fields

	CryptographicFields.filters

	django.utils.functional




            

          

      

      

    

  

    
      
          
            
  Source code for CryptographicFields.cryptography

from django.conf import settings
from Crypto.Cipher import AES


[docs]class LengthError(Exception):
    def __init__(self, length) -> None:
        super().__init__(
            f"Length of Encryption Key is '{length}' which is less than '50'")



[docs]def get_key(settings) -> str:
    """
    Gets the encryption for encrypting & decrypting data.

    Gets value from CRYPTOGRAPHIC_KEY & if not defined then from SECRET_KEY
    Checks the len of the key id less than 50 then raise LengthError

    :raises LengthError: It raises when the len of Encryption is less than 50 chars
    :return: Key for cryptography
    :rtype: str

    """
    try:
        cipher_key = getattr(settings, 'CRYPTOGRAPHIC_KEY')
    except AttributeError:
        cipher_key = getattr(settings, 'SECRET_KEY')
    finally:
        if len(cipher_key) < 50:
            raise LengthError(len(cipher_key))
        else:
            return cipher_key



[docs]def type_check(string) -> bytearray:
    """
    Checks weather the inputed data is in correct format which is required for encryption & decryption.

    Checks weather the inputed data is in correct format which is required for encryption & decryption.
    Which is in this case is bytearray

    :param string: Data from User
    :type string: Any
    :return: bytes
    :rtype: bytearray
    """
    if isinstance(string, bytearray):
        return string
    elif isinstance(string, bytes):
        return bytearray(string)
    else:
        return bytearray(str(string), "UTF-8")



[docs]def to_hex(string) -> hex:
    # converts bytes to hex
    """
    Converts bytes to hex

    Converts the bytes received after encryption to hex for storing it in database

    :param string: encrypted bytes
    :type string: bytes
    :return: hexify the bytes
    :rtype: hex
    """
    return bytearray(string).hex()



[docs]def from_hex(hexstring) -> bytearray:
    # converts hex to bytearray
    """
    converts hex to bytearray

    Converts the hex string received from databse to bytes for decryption

    :param hexstring: hex string recieved from database
    :type hexstring: hex
    :return: bytes from hex string
    :rtype: bytearray
    """
    return bytearray.fromhex(hexstring)



[docs]def encrypt(string) -> hex:
    """
    Encrypts the data 

    Encrypts the data recieved from user using AES-256 CFB 

    :param string: Data from User
    :type string: Any
    :return: the hex of the encrypted string
    :rtype: hex
    """
    # encrypts the data & returns it
    return to_hex(AES.new(type_check(get_key(settings)[:32]), AES.MODE_CFB, type_check(get_key(settings)[-16:])).encrypt(type_check(string)))



[docs]def decrypt(hexstring) -> bytearray:
    # decrypts the data & returns it
    """
    Decrypts the data

    Decrypts the data recieved from database using AES-256 CFB 

    :param hexstring: hex string recieved from database
    :type hexstring: hex
    :return: bytes of decrypted string
    :rtype: bytearray
    """
    return bytearray(AES.new(type_check(get_key(settings)[:32]), AES.MODE_CFB, type_check(get_key(settings)[-16:])).decrypt(type_check(from_hex(hexstring)))).decode()





            

          

      

      

    

  

    
      
          
            
  Source code for CryptographicFields.fields

from typing import Any
from django.db import models
from django.core import exceptions, validators
from django.db.models.fields import PositiveIntegerRelDbTypeMixin
from .cryptography import encrypt, decrypt
from ast import literal_eval
import datetime
from django import forms
from django.utils import timezone
from uuid import UUID
from django.utils.translation import gettext_lazy as _
from django.db.models.lookups import StartsWith as StartWith, FieldGetDbPrepValueMixin
"""
to_python() make validations & checks type of the data
get_db_prep_value() encrypts the data
from_db_value() decrypts the data returned from the db
pre_save() generates date ,datetime,time for the respestive fields
get_db_prep_save() saves the value into db
"""


[docs]class StartsWith(FieldGetDbPrepValueMixin, StartWith):
    pass



[docs]class CharField(models.CharField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return decrypt(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class BooleanField(models.BooleanField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return literal_eval(decrypt(value))


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class DateField(models.DateField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        # Casts dates into the format expected by the backend
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(connection.ops.adapt_datefield_value(value))


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        try:
            return datetime.date.fromisoformat(decrypt(value))
        except AttributeError:
            from timestring import Date
            return Date(decrypt(value)).date.date()


[docs]    def pre_save(self, model_instance, add):
        if self.auto_now or (self.auto_now_add and add):
            value = datetime.date.today()
            setattr(model_instance, self.attname, value)
            return value
        else:
            return super().pre_save(model_instance, add)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class DateTimeField(models.DateTimeField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return super().get_prep_value(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        # Casts dates into the format expected by the backend
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(connection.ops.adapt_datetimefield_value(value))


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        try:
            return datetime.datetime.fromisoformat(decrypt(value))
        except AttributeError:
            from timestring import Date
            return Date(decrypt(value)).date


[docs]    def pre_save(self, model_instance, add):
        if self.auto_now or (self.auto_now_add and add):
            value = timezone.now()
            setattr(model_instance, self.attname, value)
            return value
        else:
            return super().pre_save(model_instance, add)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class TimeField(models.TimeField):

[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        # Casts dates into the format expected by the backend
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(connection.ops.adapt_timefield_value(value))


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        try:
            return datetime.time.fromisoformat(decrypt(value))
        except AttributeError:
            from timestring import Date
            return Date(decrypt(value)).date.time()


[docs]    def pre_save(self, model_instance, add):
        if self.auto_now or (self.auto_now_add and add):
            value = datetime.datetime.now().time()
            setattr(model_instance, self.attname, value)
            return value
        else:
            return super().pre_save(model_instance, add)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class DecimalField(models.DecimalField):

[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return super().to_python(value)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def get_db_prep_save(self, value, connection,):
        return encrypt(connection.ops.adapt_decimalfield_value(self.get_prep_value(value), self.max_digits, self.decimal_places))


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return float(decrypt(value))

        # return value

[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class EmailField(CharField):
    default_validators = [validators.validate_email]
    description = _("Email address")

    def __init__(self, *args, **kwargs):
        # max_length=254 to be compliant with RFCs 3696 and 5321
        kwargs.setdefault('max_length', 254)
        super().__init__(*args, **kwargs)

[docs]    def formfield(self, **kwargs):
        # As with CharField, this will cause email validation to be performed
        # twice.
        return super().formfield(**{
            'form_class': forms.EmailField,
            **kwargs,
        })




[docs]class FloatField(models.FloatField):

[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return float(decrypt(value))


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class IntegerField(models.IntegerField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return int(decrypt(value))


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class BigIntegerField(IntegerField):
    error_messages = {
        'invalid': _('“%(value)s” value must be less than %(max) & greater than %(min).'),
    }
    description = _("Big (8 byte) integer")
    MAX_BIGINT = 9223372036854775807

[docs]    def to_python(self, value: Any) -> Any:
        value = self.clean(super().to_python(value), None)
        if value < (-self.MAX_BIGINT-1) or value > self.MAX_BIGINT:
            raise exceptions.ValidationError(self.error_messages['invalid'], code='invalid',
                                             params={'value': value, 'max': self.MAX_BIGINT, 'min': (-self.MAX_BIGINT-1)})
        return value


[docs]    def formfield(self, **kwargs):
        return super().formfield(**{
            'min_value': -self.MAX_BIGINT - 1,
            'max_value': self.MAX_BIGINT,
            **kwargs,
        })




[docs]class GenericIPAddressField(models.GenericIPAddressField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(connection.ops.adapt_ipaddressfield_value(value))


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return decrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class PositiveBigIntegerField(PositiveIntegerRelDbTypeMixin, IntegerField):
    description = _('Positive big integer')

    error_messages = {
        'invalid': _('“%(value)s” value must be less than greater than %(min).'),
    }

[docs]    def to_python(self, value: Any) -> Any:
        value = self.clean(super().to_python(value), None)
        if value < 0:
            raise exceptions.ValidationError(self.error_messages['invalid'], code='invalid',
                                             params={'value': value, 'min': 0})
        return value


[docs]    def formfield(self, **kwargs):
        return super().formfield(**{
            'min_value': 0,
            **kwargs,
        })




[docs]class PositiveIntegerField(PositiveIntegerRelDbTypeMixin, IntegerField):
    description = _("Positive integer")
    error_messages = {
        'invalid': _('“%(value)s” value must be less than greater than %(min).'),
    }

[docs]    def to_python(self, value: Any) -> Any:
        value = self.clean(super().to_python(value), None)
        if value < 0:
            raise exceptions.ValidationError(self.error_messages['invalid'], code='invalid',
                                             params={'value': value, 'min': 0})
        return value


[docs]    def formfield(self, **kwargs):
        return super().formfield(**{
            'min_value': 0,
            **kwargs,
        })




[docs]class PositiveSmallIntegerField(PositiveIntegerRelDbTypeMixin, IntegerField):
    description = _("Positive small integer")

    error_messages = {
        'invalid': _('“%(value)s” value must be less than greater than %(min).'),
    }

[docs]    def to_python(self, value: Any) -> Any:
        value = self.clean(super().to_python(value), None)
        if value < 0:
            raise exceptions.ValidationError(self.error_messages['invalid'], code='invalid',
                                             params={'value': value, 'min': 0})
        return value


[docs]    def formfield(self, **kwargs):
        return super().formfield(**{
            'min_value': 0,
            **kwargs,
        })




[docs]class SlugField(CharField):

    default_validators = [validators.validate_slug]
    description = _("Slug (up to %(max_length)s)")

    def __init__(self, *args, max_length=50, db_index=True, allow_unicode=False, **kwargs):
        self.allow_unicode = allow_unicode
        if self.allow_unicode:
            self.default_validators = [validators.validate_unicode_slug]
        super().__init__(*args, max_length=max_length, db_index=db_index, **kwargs)

[docs]    def deconstruct(self):
        name, path, args, kwargs = super().deconstruct()
        if kwargs.get("max_length") == 50:
            del kwargs['max_length']
        if self.db_index is False:
            kwargs['db_index'] = False
        else:
            del kwargs['db_index']
        if self.allow_unicode is not False:
            kwargs['allow_unicode'] = self.allow_unicode
        return name, path, args, kwargs


[docs]    def get_internal_type(self):
        return "SlugField"


[docs]    def formfield(self, **kwargs):
        return super().formfield(**{
            'form_class': forms.SlugField,
            'allow_unicode': self.allow_unicode,
            **kwargs,
        })




[docs]class SmallIntegerField(IntegerField):
    description = _("Small integer")



[docs]class TextField(models.TextField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return decrypt(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class URLField(CharField):
    default_validators = [validators.URLValidator()]
    description = _("URL")

    def __init__(self, verbose_name=None, name=None, **kwargs):
        kwargs.setdefault('max_length', 200)
        super().__init__(verbose_name, name, **kwargs)

[docs]    def deconstruct(self):
        name, path, args, kwargs = super().deconstruct()
        if kwargs.get("max_length") == 200:
            del kwargs['max_length']
        return name, path, args, kwargs


[docs]    def formfield(self, **kwargs):
        # As with CharField, this will cause URL validation to be performed
        # twice.
        return super().formfield(**{
            'form_class': forms.URLField,
            **kwargs,
        })




[docs]class BinaryField(models.BinaryField):

[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        if isinstance(value, str):
            value = bytes(value, "UTF-8")
        elif isinstance(value, memoryview):
            value = bytes(value)
        value = self.clean(value, None)
        return value


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return bytes.fromhex(decrypt(value))


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(bytes(connection.Database.Binary(value)).hex())


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class UUIDField(models.UUIDField):

[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:

        return UUID(hex=decrypt(value))


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value.hex)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




[docs]class FilePathField(models.FilePathField):
[docs]    def get_internal_type(self) -> str:
        return "TextField"


[docs]    def to_python(self, value: Any) -> Any:
        return self.clean(super().to_python(value), None)


[docs]    def get_prep_value(self, value: Any) -> Any:
        return self.to_python(value)


[docs]    def from_db_value(self, value: Any, expression: Any, connection: Any) -> Any:
        return decrypt(value)


[docs]    def get_db_prep_value(self, value, connection, prepared=False):
        if not prepared:
            value = self.get_prep_value(value)
        return encrypt(value)


[docs]    def clean(self, value, model_instance):
        """
        Convert the value's type and run validation. Validation errors
        from to_python() and validate() are propagated. Return the correct
        value if no error is raised.
        """
        self.validate(value, model_instance)
        self.run_validators(value)
        return value




CharField.register_lookup(StartsWith)
BooleanField.register_lookup(StartsWith)
DateField.register_lookup(StartsWith)
DateTimeField.register_lookup(StartsWith)
EmailField.register_lookup(StartsWith)
GenericIPAddressField.register_lookup(StartsWith)
SlugField.register_lookup(StartsWith)
TextField.register_lookup(StartsWith)
URLField.register_lookup(StartsWith)
BinaryField.register_lookup(StartsWith)
UUIDField.register_lookup(StartsWith)
FilePathField.register_lookup(StartsWith)
DateField.register_lookup(StartsWith, lookup_name="date")
DateTimeField.register_lookup(StartsWith, lookup_name="date")
TimeField.register_lookup(StartsWith, lookup_name="time")




            

          

      

      

    

  

    
      
          
            
  Source code for CryptographicFields.filters

from datetime import datetime, date as date_, time as time_
from operator import attrgetter
from typing import Any, Callable, Tuple, Union
from django.db.models.query import QuerySet
from copy import deepcopy


[docs]def sort(queryset: QuerySet, lookup_function: Callable[[Union[str, int, float, datetime, date_, time_, Any], str, Any], bool], field_name: str, query: Any) -> QuerySet:
    """
    Filters queryset

    Filters queryset as per lookup provided by user &query provided by user

    :param lookup_function: Functions that filters the data
    :type lookup_function: Callable[[Union[str,int,float,datetime,date,time,Any],str,Any],bool]
    :param queryset: Queryset generated by querying data 
    :type queryset: QuerySet
    :param field_name: Name of the field which is to be filtered 
    :type field_name: str
    :param query: Query for filtering the Queryset
    :type query: Any
    :return: QuerySet with Filtered Data
    :rtype: QuerySet
    """
    queryset = deepcopy(queryset)
    setattr(queryset, '_result_cache', list(filter(lambda object: lookup_function(
        query, field_name, object), queryset)))
    return queryset


[docs]def order_by(queryset: QuerySet, field_name: Tuple[str, ...], reverse: bool = False) -> QuerySet:
    """
    Order Queryset by the given field

    Order the Queryset as per field_name given.It supports multiple level of odering

    :param queryset: Queryset generated by querying data
    :type queryset: QuerySet
    :param field_name: Tuple with name of the field from higher priority to lower priority
    :type field_name: Tuple
    :param reverse: Type of ordering (Ascending|Descending), defaults to False
    :type reverse: bool, optional
    :return: QuerySet with Ordered Data
    :rtype: QuerySet
    """
    queryset = deepcopy(queryset)
    setattr(queryset, '_result_cache', sorted(
        queryset, key=attrgetter(*field_name), reverse=reverse))
    return queryset


[docs]def startswith(query: str, field_name: str, object: Any) -> bool:
    """
    Check if a string is Starts With the query (Case Sensitive)
    """
    return str(getattr(object, field_name)).startswith(str(query))



[docs]def istartswith(query: str, field_name: str, object: Any) -> bool:
    """
    Check if a string is Starts With the query (Not Case Sensitive)
    """
    return str(getattr(object, field_name)).casefold().startswith(str(query).casefold())



[docs]def endswith(query: str, field_name: str, object: Any) -> bool:
    """
    Check if a string is Ends With the query (Case Sensitive)
    """
    return str(getattr(object, field_name)).endswith(str(query))



[docs]def iendswith(query: str, field_name: str, object: Any) -> bool:
    """
    Check if a string is Ends With the query (Not Case Sensitive)
    """
    return str(getattr(object, field_name)).casefold().endswith(str(query).casefold())



[docs]def contains(query: str, field_name: str, object: Any) -> bool:
    """
    Check if query is in value of the object (Case Sensitive)
    """
    return str(query) in str(getattr(object, field_name))



[docs]def icontains(query: str, field_name: str, object: Any) -> bool:
    """
    Check if query is in value of the object (Not Case Sensitive)
    """
    return str(query).casefold() in str(getattr(object, field_name)).casefold()



[docs]def gt(query: Union[int, float], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return float(getattr(object, field_name)) > float(query)



[docs]def gte(query: Union[int, float], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return float(getattr(object, field_name)) >= float(query)



[docs]def lt(query: Union[int, float], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return float(getattr(object, field_name)) < float(query)



[docs]def lte(query: Union[int, float], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return float(getattr(object, field_name)) <= float(query)



[docs]def range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return query[0] < getattr(object, field_name) < query[1]



def _datetime_gt(query: Union[int, Union[date_, datetime, time_]], value: Union[int, Union[date_, datetime, time_]]) -> bool:
    return value > query


def _datetime_gte(query: Union[int, Union[date_, datetime, time_]], value: Union[int, Union[date_, datetime, time_]]) -> bool:
    return value >= query


def _datetime_lt(query: Union[int, Union[date_, datetime, time_]], value: Union[int, Union[date_, datetime, time_]]) -> bool:
    return value < query


def _datetime_lte(query: Union[int, Union[date_, datetime, time_]], value: Union[int, Union[date_, datetime, time_]]) -> bool:
    return value <= query


def _datetime_range(query: Tuple[Union[int, Union[date_, datetime, time_]], Union[int, Union[date_, datetime, time_]]], value: Union[int, Union[date_, datetime, time_]]) -> bool:
    return query[0] < value < query[1]


[docs]def date(query: Union[date_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is equal to query
    """
    value = getattr(object, field_name)
    query = query if type(query) == date_ else query.date()
    value = value if type(value) == date_ else value.date()
    return query == value



[docs]def date_lt(query: Union[date_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == date_ else query.date()
    value = value if type(value) == date_ else value.date()
    return _datetime_lt(query, value)



[docs]def date_lte(query: Union[date_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == date_ else query.date()
    value = value if type(value) == date_ else value.date()
    return _datetime_lte(query, value)



[docs]def date_gt(query: Union[date_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == date_ else query.date()
    value = value if type(value) == date_ else value.date()
    return _datetime_gt(query, value)



[docs]def date_gte(query: Union[date_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == date_ else query.date()
    value = value if type(value) == date_ else value.date()
    return _datetime_gte(query, value)



[docs]def date_range(query: Tuple[Union[date_, datetime], Union[date_, datetime]], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    value = getattr(object, field_name)
    query[0] = query[0] if type(query[0]) == date_ else query[0].date()
    query[1] = query[1] if type(query[1]) == date_ else query[1].date()
    value = value if type(value) == date_ else value.date()
    return _datetime_range(query, value)



[docs]def year(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).year



[docs]def year_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).year)



[docs]def year_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).year)



[docs]def year_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).year)



[docs]def year_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).year)



[docs]def year_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).year)



[docs]def month(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).month



[docs]def month_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).month)



[docs]def month_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).month)



[docs]def month_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).month)



[docs]def month_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).month)



[docs]def month_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).month)



[docs]def day(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).day



[docs]def day_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).day)



[docs]def day_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).day)



[docs]def day_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).day)



[docs]def day_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).day)



[docs]def day_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).day)



[docs]def time(query: Union[time_, datetime], field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    value = getattr(object, field_name)
    query = query if type(query) == time_ else query.time()
    value = value if type(value) == time_ else value.time()
    return query == value



[docs]def time_lt(query: Union[time_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == time_ else query.time()
    value = value if type(value) == time_ else value.time()
    return _datetime_lt(query, value)



[docs]def time_lte(query: Union[time_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == time_ else query.time()
    value = value if type(value) == time_ else value.time()
    return _datetime_lte(query, value)



[docs]def time_gt(query: Union[time_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == time_ else query.time()
    value = value if type(value) == time_ else value.time()
    return _datetime_gt(query, value)



[docs]def time_gte(query: Union[time_, datetime], field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    value = getattr(object, field_name)
    query = query if type(query) == time_ else query.time()
    value = value if type(value) == time_ else value.time()
    return _datetime_gte(query, value)



[docs]def time_range(query: Tuple[Union[time_, datetime], Union[time_, datetime]], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    value = getattr(object, field_name)
    query[0] = query[0] if type(query[0]) == time_ else query[0].time()
    query[1] = query[1] if type(query[1]) == time_ else query[1].time()
    value = value if type(value) == time_ else value.time()
    return _datetime_range(query, value)



[docs]def hour(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).hour



[docs]def hour_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).hour)



[docs]def hour_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).hour)



[docs]def hour_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).hour)



[docs]def hour_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).hour)



[docs]def hour_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).hour)



[docs]def minute(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).minute



[docs]def minute_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).minute)



[docs]def minute_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).minute)



[docs]def minute_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).minute)



[docs]def minute_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).minute)



[docs]def minute_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).minute)



[docs]def second(query: int, field_name: str, object: Any) -> bool:
    """
    Checks if value of object is equal to query
    """
    return query == getattr(object, field_name).second



[docs]def second_lt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than value of query
    """
    return _datetime_lt(query, getattr(object, field_name).second)



[docs]def second_lte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is less than or equal to value of query
    """
    return _datetime_lte(query, getattr(object, field_name).second)



[docs]def second_gt(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than value of query
    """
    return _datetime_gt(query, getattr(object, field_name).second)



[docs]def second_gte(query: int, field_name: str, object: Any) -> bool:
    """
    Check if value of object is greater than or equal to value of query
    """
    return _datetime_gte(query, getattr(object, field_name).second)



[docs]def second_range(query: Tuple[int, int], field_name: str, object: Any) -> bool:
    """
    Check if value of object is in range of query
    """
    return _datetime_range(query, getattr(object, field_name).second)



[docs]def regex(query: Any, field_name: str, object: Any) -> bool:
    """
    Checks if query pattern is present in value of object
    """
    return bool(list(query.findall(str(getattr(object, field_name)))))





            

          

      

      

    

  

    
      
          
            
  Source code for django.utils.functional

import copy
import itertools
import operator
from functools import total_ordering, wraps


class cached_property:
    """
    Decorator that converts a method with a single self argument into a
    property cached on the instance.

    A cached property can be made out of an existing method:
    (e.g. ``url = cached_property(get_absolute_url)``).
    The optional ``name`` argument is obsolete as of Python 3.6 and will be
    deprecated in Django 4.0 (#30127).
    """
    name = None

    @staticmethod
    def func(instance):
        raise TypeError(
            'Cannot use cached_property instance without calling '
            '__set_name__() on it.'
        )

    def __init__(self, func, name=None):
        self.real_func = func
        self.__doc__ = getattr(func, '__doc__')

    def __set_name__(self, owner, name):
        if self.name is None:
            self.name = name
            self.func = self.real_func
        elif name != self.name:
            raise TypeError(
                "Cannot assign the same cached_property to two different names "
                "(%r and %r)." % (self.name, name)
            )

    def __get__(self, instance, cls=None):
        """
        Call the function and put the return value in instance.__dict__ so that
        subsequent attribute access on the instance returns the cached value
        instead of calling cached_property.__get__().
        """
        if instance is None:
            return self
        res = instance.__dict__[self.name] = self.func(instance)
        return res


class classproperty:
    """
    Decorator that converts a method with a single cls argument into a property
    that can be accessed directly from the class.
    """
    def __init__(self, method=None):
        self.fget = method

    def __get__(self, instance, cls=None):
        return self.fget(cls)

    def getter(self, method):
        self.fget = method
        return self


class Promise:
    """
    Base class for the proxy class created in the closure of the lazy function.
    It's used to recognize promises in code.
    """
    pass


def lazy(func, *resultclasses):
    """
    Turn any callable into a lazy evaluated callable. result classes or types
    is required -- at least one is needed so that the automatic forcing of
    the lazy evaluation code is triggered. Results are not memoized; the
    function is evaluated on every access.
    """

    @total_ordering
    class __proxy__(Promise):
        """
        Encapsulate a function call and act as a proxy for methods that are
        called on the result of that function. The function is not evaluated
        until one of the methods on the result is called.
        """
        __prepared = False

        def __init__(self, args, kw):
            self.__args = args
            self.__kw = kw
            if not self.__prepared:
                self.__prepare_class__()
            self.__class__.__prepared = True

        def __reduce__(self):
            return (
                _lazy_proxy_unpickle,
                (func, self.__args, self.__kw) + resultclasses
            )

        def __repr__(self):
            return repr(self.__cast())

        @classmethod
        def __prepare_class__(cls):
            for resultclass in resultclasses:
                for type_ in resultclass.mro():
                    for method_name in type_.__dict__:
                        # All __promise__ return the same wrapper method, they
                        # look up the correct implementation when called.
                        if hasattr(cls, method_name):
                            continue
                        meth = cls.__promise__(method_name)
                        setattr(cls, method_name, meth)
            cls._delegate_bytes = bytes in resultclasses
            cls._delegate_text = str in resultclasses
            assert not (cls._delegate_bytes and cls._delegate_text), (
                "Cannot call lazy() with both bytes and text return types.")
            if cls._delegate_text:
                cls.__str__ = cls.__text_cast
            elif cls._delegate_bytes:
                cls.__bytes__ = cls.__bytes_cast

        @classmethod
        def __promise__(cls, method_name):
            # Builds a wrapper around some magic method
            def __wrapper__(self, *args, **kw):
                # Automatically triggers the evaluation of a lazy value and
                # applies the given magic method of the result type.
                res = func(*self.__args, **self.__kw)
                return getattr(res, method_name)(*args, **kw)
            return __wrapper__

        def __text_cast(self):
            return func(*self.__args, **self.__kw)

        def __bytes_cast(self):
            return bytes(func(*self.__args, **self.__kw))

        def __bytes_cast_encoded(self):
            return func(*self.__args, **self.__kw).encode()

        def __cast(self):
            if self._delegate_bytes:
                return self.__bytes_cast()
            elif self._delegate_text:
                return self.__text_cast()
            else:
                return func(*self.__args, **self.__kw)

        def __str__(self):
            # object defines __str__(), so __prepare_class__() won't overload
            # a __str__() method from the proxied class.
            return str(self.__cast())

        def __eq__(self, other):
            if isinstance(other, Promise):
                other = other.__cast()
            return self.__cast() == other

        def __lt__(self, other):
            if isinstance(other, Promise):
                other = other.__cast()
            return self.__cast() < other

        def __hash__(self):
            return hash(self.__cast())

        def __mod__(self, rhs):
            if self._delegate_text:
                return str(self) % rhs
            return self.__cast() % rhs

        def __deepcopy__(self, memo):
            # Instances of this class are effectively immutable. It's just a
            # collection of functions. So we don't need to do anything
            # complicated for copying.
            memo[id(self)] = self
            return self

    @wraps(func)
    def __wrapper__(*args, **kw):
        # Creates the proxy object, instead of the actual value.
        return __proxy__(args, kw)

    return __wrapper__


def _lazy_proxy_unpickle(func, args, kwargs, *resultclasses):
    return lazy(func, *resultclasses)(*args, **kwargs)


def lazystr(text):
    """
    Shortcut for the common case of a lazy callable that returns str.
    """
    return lazy(str, str)(text)


def keep_lazy(*resultclasses):
    """
    A decorator that allows a function to be called with one or more lazy
    arguments. If none of the args are lazy, the function is evaluated
    immediately, otherwise a __proxy__ is returned that will evaluate the
    function when needed.
    """
    if not resultclasses:
        raise TypeError("You must pass at least one argument to keep_lazy().")

    def decorator(func):
        lazy_func = lazy(func, *resultclasses)

        @wraps(func)
        def wrapper(*args, **kwargs):
            if any(isinstance(arg, Promise) for arg in itertools.chain(args, kwargs.values())):
                return lazy_func(*args, **kwargs)
            return func(*args, **kwargs)
        return wrapper
    return decorator


def keep_lazy_text(func):
    """
    A decorator for functions that accept lazy arguments and return text.
    """
    return keep_lazy(str)(func)


empty = object()


def new_method_proxy(func):
    def inner(self, *args):
        if self._wrapped is empty:
            self._setup()
        return func(self._wrapped, *args)
    return inner


class LazyObject:
    """
    A wrapper for another class that can be used to delay instantiation of the
    wrapped class.

    By subclassing, you have the opportunity to intercept and alter the
    instantiation. If you don't need to do that, use SimpleLazyObject.
    """

    # Avoid infinite recursion when tracing __init__ (#19456).
    _wrapped = None

    def __init__(self):
        # Note: if a subclass overrides __init__(), it will likely need to
        # override __copy__() and __deepcopy__() as well.
        self._wrapped = empty

    __getattr__ = new_method_proxy(getattr)

    def __setattr__(self, name, value):
        if name == "_wrapped":
            # Assign to __dict__ to avoid infinite __setattr__ loops.
            self.__dict__["_wrapped"] = value
        else:
            if self._wrapped is empty:
                self._setup()
            setattr(self._wrapped, name, value)

    def __delattr__(self, name):
        if name == "_wrapped":
            raise TypeError("can't delete _wrapped.")
        if self._wrapped is empty:
            self._setup()
        delattr(self._wrapped, name)

    def _setup(self):
        """
        Must be implemented by subclasses to initialize the wrapped object.
        """
        raise NotImplementedError('subclasses of LazyObject must provide a _setup() method')

    # Because we have messed with __class__ below, we confuse pickle as to what
    # class we are pickling. We're going to have to initialize the wrapped
    # object to successfully pickle it, so we might as well just pickle the
    # wrapped object since they're supposed to act the same way.
    #
    # Unfortunately, if we try to simply act like the wrapped object, the ruse
    # will break down when pickle gets our id(). Thus we end up with pickle
    # thinking, in effect, that we are a distinct object from the wrapped
    # object, but with the same __dict__. This can cause problems (see #25389).
    #
    # So instead, we define our own __reduce__ method and custom unpickler. We
    # pickle the wrapped object as the unpickler's argument, so that pickle
    # will pickle it normally, and then the unpickler simply returns its
    # argument.
    def __reduce__(self):
        if self._wrapped is empty:
            self._setup()
        return (unpickle_lazyobject, (self._wrapped,))

    def __copy__(self):
        if self._wrapped is empty:
            # If uninitialized, copy the wrapper. Use type(self), not
            # self.__class__, because the latter is proxied.
            return type(self)()
        else:
            # If initialized, return a copy of the wrapped object.
            return copy.copy(self._wrapped)

    def __deepcopy__(self, memo):
        if self._wrapped is empty:
            # We have to use type(self), not self.__class__, because the
            # latter is proxied.
            result = type(self)()
            memo[id(self)] = result
            return result
        return copy.deepcopy(self._wrapped, memo)

    __bytes__ = new_method_proxy(bytes)
    __str__ = new_method_proxy(str)
    __bool__ = new_method_proxy(bool)

    # Introspection support
    __dir__ = new_method_proxy(dir)

    # Need to pretend to be the wrapped class, for the sake of objects that
    # care about this (especially in equality tests)
    __class__ = property(new_method_proxy(operator.attrgetter("__class__")))
    __eq__ = new_method_proxy(operator.eq)
    __lt__ = new_method_proxy(operator.lt)
    __gt__ = new_method_proxy(operator.gt)
    __ne__ = new_method_proxy(operator.ne)
    __hash__ = new_method_proxy(hash)

    # List/Tuple/Dictionary methods support
    __getitem__ = new_method_proxy(operator.getitem)
    __setitem__ = new_method_proxy(operator.setitem)
    __delitem__ = new_method_proxy(operator.delitem)
    __iter__ = new_method_proxy(iter)
    __len__ = new_method_proxy(len)
    __contains__ = new_method_proxy(operator.contains)


def unpickle_lazyobject(wrapped):
    """
    Used to unpickle lazy objects. Just return its argument, which will be the
    wrapped object.
    """
    return wrapped


class SimpleLazyObject(LazyObject):
    """
    A lazy object initialized from any function.

    Designed for compound objects of unknown type. For builtins or objects of
    known type, use django.utils.functional.lazy.
    """
    def __init__(self, func):
        """
        Pass in a callable that returns the object to be wrapped.

        If copies are made of the resulting SimpleLazyObject, which can happen
        in various circumstances within Django, then you must ensure that the
        callable can be safely run more than once and will return the same
        value.
        """
        self.__dict__['_setupfunc'] = func
        super().__init__()

    def _setup(self):
        self._wrapped = self._setupfunc()

    # Return a meaningful representation of the lazy object for debugging
    # without evaluating the wrapped object.
    def __repr__(self):
        if self._wrapped is empty:
            repr_attr = self._setupfunc
        else:
            repr_attr = self._wrapped
        return '<%s: %r>' % (type(self).__name__, repr_attr)

    def __copy__(self):
        if self._wrapped is empty:
            # If uninitialized, copy the wrapper. Use SimpleLazyObject, not
            # self.__class__, because the latter is proxied.
            return SimpleLazyObject(self._setupfunc)
        else:
            # If initialized, return a copy of the wrapped object.
            return copy.copy(self._wrapped)

    def __deepcopy__(self, memo):
        if self._wrapped is empty:
            # We have to use SimpleLazyObject, not self.__class__, because the
            # latter is proxied.
            result = SimpleLazyObject(self._setupfunc)
            memo[id(self)] = result
            return result
        return copy.deepcopy(self._wrapped, memo)


def partition(predicate, values):
    """
    Split the values into two sets, based on the return value of the function
    (True/False). e.g.:

        >>> partition(lambda x: x > 3, range(5))
        [0, 1, 2, 3], [4]
    """
    results = ([], [])
    for item in values:
        results[predicate(item)].append(item)
    return results
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